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1 INTRODUCTION

1.1 Intent

The intent of this pattern is to give you guidance and stppestablishing a consistent and
coherent set of security aspects that have to be addriesenterprise security.

1.2 Motivation

In day-to-day life we experience that people address iromsecurity only in a limited
way. That might be because they do not oversee tlaelbess of the information security
field or because they just focus on products or techniques.

You could argue if setting terminology is a pattern atTdle authors discussed this issue and
from our point of view it is a pattern.
» Every pattern uses specific terminology. Yet themisection on terminology in the
pattern template. Hence, terminology used in a paigdrardly ever defined properly.
A pattern setting terminology provides a common basisransable solution to this.
e Itis a comprehensive way of setting terminology; #esayou all the hassle in reading
standards or books. But it's more than that: we coml@meral sources and pick the
terminology that we know to be good, based on our expegien the field.

1.3 Patterns introduced in this paper

This paper introduces a few patterns that contributelmgpthis problem by providing a
consistent framework of terminology along a few distidimensions:

» The Goal of security: why do you want to provide seg@rit

» The Nature of safeguards: safeguards can be physicalsbuvighin IT, etc.

* The Effect of safeguards: preventing incidents, detgdaticidents, etc.

1.4 Acknowledgements

We would like to thank our EuroPLoP2003 shepherd Markus Schumaddrenstadt
University of Technology, who guided us through severaltitara of our submission and
provided many constructive comments. All in all he’s a gigg
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2 THE GOAL OF SECURITY

Alias: Security Services Pattern

2.1 Context

In everyday life it is difficult to perceive the calléon of security safeguards in an
organisation as a complete, coherent and consisteoit seturity safeguards. This pattern
provides a complete set of security aspects that careberua structured approach to
information security.

This pattern is applicable in any situation where infaromesecurity is addressed. However,
this does not mean that all security aspects are aplglicaevery situation. The pattern aims
at introducing security to novices; security professiondgllsneed much more material.

2.2 Example

The apt of the monastery in Irsee wants to proteatdtipe of the beer. However, since
securing information is not his prime task, he can't tlmh&nything else than just putting a
lock on the door or perhaps even burying the recipe.

Since the apt is a wise man, he assumes that it'splphot that easy. So he invites some
fans of the beer that happen to be experts in thedfaltformation security. The apt asks
them how he should address all relevant security aspects.

2.3 Problem

How can we structure the complex world of informatieawsity in such a way that we can
assure to address all regular goals of information sg@urit

2.4 Forces

People focus on technique, on the security safeguardsitaplEmented. Thereby they tend
to forget to ask what the goal of the safeguard is. Tiegsard in itself might be perfect,
however it serves another goal then you need.

The approach to security is usually either strategigerational. Strategists are concerned
about risk analysis and risk management; they talk atmmitdentiality, integrity and
availability. Operational people are concerned abowutsflim the operational safeguards and
maintaining them; they talk about firewall, viruses aadKers. Each group thinking about
it's own business, they lack a set of security goalsitlge the communication gap.

Due to time pressure people are eager to implement sesaféguards, without asking or
concerning about why they need this specific safeguard.
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A fragmented approach, usually for years, result in ehpatik quilt of security safeguards
of very different age, quality, effectiveness or c®&ople do not care or do not know why a
certain safeguard is in place and they’re not intedestéhe security goal of this safeguard.

A lot of people regard the Code of Practice (ISO17799,kadeavn as British Standard 7799)
as the one and only truth about security. However, 38047799 focuses on whiat do and
pays hardly any attention to wiy do so, people are not questioning the goal.

It is difficult to find a good and comprehensive overvievite goalof security. It's not that
there is no material on the subject; there aredbb®oks and international standards.
However, this material is definitely not for free amdhsists of hundreds of pages reading.

2.5 Solution

The solution is to provide a comprehensive structure tadhwlex world of information
security along international standards 1ISO13335 and 1SO749&dtiehave proven to
address all regular goals of information security.

The 1ISO Technical Report 13335, part 1 provides a clear defiraf IT Security:

IT Security is related to all aspects related to defirmefjeving and maintaining:
» Confidentiality
* Integrity
* Availability
* Accountability
* Authenticity
* Reliability

Each of these security aspects is defined as well, Yabgsked on ISO7498:

Confidentiality The property that information is not reaaailable or disclosed to
unauthorized individuals, entities or processes [7498].

Integrity Consisting of data integrity and system intiggri

» Data integrity is the property that data has not beteneal or
destroyed in an unauthorized manner [7498].

» System integrity is the property that a system perfarsns
intended function in an unimpaired manner, free from
deliberate or accidental unauthorized manipulation of the
system.

Availability The property of being accessible and usable wW@mand by an
authorized entity [7498].

Accountability The property that ensures that the aaifcan entity may be traced
uniquely to the entity [7498].

Authenticity The property that ensures that the idewtity subject or resource is
the one claimed. Authenticity applies to entities sahisers,
processes, systems and information.

Reliability The property of consistent intended behavioar rsults.
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2.6 Resolved example

So the experts provided the apt with a comprehensive paper siddral relevant aspects of
IT security, based on international standards 1ISO13335 @d¥8. They also provided the
apt with some examples to think about.

The apt knows that he addresses al aspects of securé, sonsidering:

» Confidentiality, e.g. to ensure that the recipe is nadenavailable or disclosed to
unauthorized people.

* Integrity, e.g. to ensure that no one messes with oroyssthe recipe, but also that no
one messes with or destroys the brewery machinery.

» Avalilability, e.g. to ensure that the recipe and the brgware accessible and usable
when the monastery wants.

» Accountability, e.g. perhaps less important for the diftpagh he still likes to be
sure that he can address the monks on certain adtieyslid or did not perform.

» Authenticity, e.g. to ensure that the recipe indeellagight one. But also that
suppliers or buyers are the ones they claim to be.

* Reliability, e.g. to ensure that the brewery works @&ssupposed to do.

From now on the apt knows what he’s talking about madaecurity aspects are concerned.

2.7 Consequences

Benefits:
* This paper sets terminology on the go&lT security.
* The paper provides a comprehensive overview based on extkneiveedge of and
experience with international standards.
» The security aspects can be understood, remembered angsaddvery well.
e It's easy to refer to and it’s fre@

Pitfalls:
* Since IT security knows a lot of terminology, wiynenyms and homonyms, it is
quite easy to frustrate communication by using an extensivabulary.
* A comprehensive overview does not and cannot replace lmdkstandards. Do not
assume that you know all there is to now after readiisgpaper.

2.8 Implementation Issues

Two other ISO standards related to IT Security are vedy/kmown as well: ISO 17799 (also
known as British Standard 7799) and ISO 7498.

ISO 17799 regards Confidentiality, Integrity and AvailabilityliO separate chapters.
Although not named explicitly, ISO 17799 also addresses Atability, Authenticity and
Reliability, but this is less clear than ISO 13335.

ISO 7498 regards Security Architecture and has a lot of rdaaods with 1ISO 13335. The
main disadvantage of ISO 7498 is the use of the wordutgService”. In the Internet era
with web services etcetera, this leads to a lot of omsnunication.
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Be aware these issues only regard the provision of aletarget of security goals. The goal
and use of the named standards is much broader thanquiigming security goals.

2.9 Related Patterns

All patterns in the Taxonomy Pattern Language arengtyaelated to each other:
» This pattern assures that we address all security goals.
» The pattern “The Nature of Safeguards” assures thatevaveare of the different
natures of safeguard and shows how these support each other
» The pattern “The Effect of Safequards” assures thare@ware of the different
effects of safeguards and shows how these add to eaah oth

The discussion paper [Schumacher] introduced the idedracepatterns from standards.

2.10Known Uses

The authors used this pattern in several security artinigeprojects, e.g. in the IBB-project.
In that project we used this material to explain to otffeosn project manager to designer)
the essence of IT security within 5 minutes.

2.11 References

[7498] ISO 7498-2:1989, Information processing system — Open Systems
Interconnection — Basic Reference Model — Part 2: Sgcurit
Architecture.

[13335] ISO/IEC TR 13335-1:1996, Information Technology — Guidelines

for the management of IT Security — Part 1: Concepts akls
for IT Security.
[17799] ISO/IEC 17799-1:2000, Information Technology — Code of
Practice for Information Security Management — Part 1.
[Schumacher] Security Patterns and Security Standarifalius Schumacher,
Darmstadt University of Technology; 11 June 2002.
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3 THE NATURE OF SAFEGUARDS

Alias: Security is more than just technique

3.1 Context

We assume that by now you do have a clear picture séalirity goals; otherwise you'd
better read the previous pattern “The Goal of Secufiitsf.

In everyday life there are always alternative wayadieve the goal of security. These
alternatives might not only differ in complexity offeft, but also in nature. This pattern
provides a comprehensive and complete set of these nHtatesn be used in a structured
approach to information security.

This pattern is applicable in any situation where infaromesecurity is addressed. However,
this does not mean that safeguards of all natures areapplin every situation. The pattern
aims at introducing security to novices; security pradegds will need much more material.

3.2 Example

The apt of the monastery in Irsee wants to proteatdtipe of the beer. However, since
securing information is not his prime task, he can't tlmh&nything else than just putting a
lock on the door or perhaps even burying the recipe.

Since the apt is a wise man, he assumes that it'splphot that easy. So he invites some
fans of the beer that happen to be experts in thedfaltformation security. The apt asks
them if there is any alternative to physical precautions.

3.3 Problem

How can we structure the complex world of informatieawsity in such a way that we can
assure to regard all different natucdsnformation security safeguards?

3.4 Forces

In general people find it difficult to think “out of boundd$f’you’re working in IT, you might
forget that a physical lock might do the trick as well.

People tend to underestimate the complexity in applyingggafds of another nature; they
think they can do it themselves, without involving appropratpertise. Have you ever
compared the challenges in managing physical keys to cryptugiey management?

In a lot of situations safeguards of different naturesglement each other; only combining
these will provide a sound solution. People often do not tdiakit this dependency, since
they are happy that at least one safeguard is in place.
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It is difficult to find a good and comprehensive overviewiha natureof security. It's not
that there is no material on the subject; therdaseof books and international standards.
However, this material is definitely not for free amdhsists of hundreds of pages reading.

3.5 Solution

The solution is to provide a comprehensive structure tadhwwlex world of information
security along international standard 1ISO13335 that has ptoveddress all different
naturesof information security safeguards.

The 1SO Technical Report 13335, part 1 addresses the nasategbards:

Physical Safeguards in the physical environment.

Technical Safeguards in the technical environment (in har¢wsaftevare or
communications).

Personnel Safeguards in the personnel environment.

Administration Safeguards in the administrative environment

3.6 Resolved example

So the experts provide the apt with a comprehensive ovenfiaWdifferent natures of
safeguards.

The apt recognizes that all these natures can be dpplie

» Technical, since safeguards in the hardware, software ameheoications of the
brewery are necessary to protect the recipe.

* Physical, since safeguards in the physical environmentglikek on the door)
prevent people just walking in.

» Personnel, since safeguards in the personnel environmena @juard) will help in
case there are some intruders who broke physical aritetisafeguards.

* Administration, since safeguards in administrative emvitent (like regulations or
procedures) will ensure that the people in the monasteny kvhat to do or not to do

From now on the apt knows that he can address safegdaitithese natures to have a
consistent and complete set of safeguards.

3.7 Consequences

Benefits:
» These different natures are supplementary to each other.
» Alternatives can be judged on ease of use, costs, ieéfeess, etc.
» This paper sets terminology on the natof€&T security.
» The paper provides a comprehensive overview based on extkneiveedge of and
experience with international standards.

e It's easy to refer to and it’s fre@
Pitfalls:

* Don't think you're an expert on all safeguards in all hesvironments.
» A comprehensive overview does not and cannot replace lmdkstandards. Do not
assume that you know all there is to now after readiisgpaper.
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3.8 Implementation Issues

Although 1SO13335 provides a good solution, you have to be dhatré is all about
regarding safeguards of alternative natures. So if yowafdher source for alternative
natures, that’s no problem at all. Just verify that fyoa at least the natures listed above.

Synonyms to the terminology used in ISO13335 are widely dlaildgain, remember that
it is all about regarding safeguards of alternative naturestEEerminology is less important.

3.9 Related Patterns

All patterns in the Taxonomy Pattern Language arengtyaelated to each other:
* The pattern “The Goal of Security” assures that weaarare of the complete set of
security goals and what definitions come along.
» This pattern assures that we address all different raddisafeguards.
» The pattern “The Effect of Safequards” assures thare@ware of the different
effects of safeguards and shows how these add to eaah oth

The discussion paper [Schumacher] introduced the idedracepatterns from standards.

3.10Known Uses

One of the most common known uses is in passwords:
» The use of passwords is a techngafleguard available in operating systems.
* An administrativesafeguard (specifying the minimum requirements of a good
password) is necessary in addition.
» A personnekafeguard (checking keyboards for post its or providing a hektpdse
also necessary in addition.
* And finally, a_physicakafeguard (a lock on the computer room) complements it al

Besides this, the authors used this pattern in sevenalityearchitecture projects. In these

projects we used this material to explain to others (fpooject manager to designer) the
essence of IT security within 5 minutes.

3.11References

[7498] ISO 7498-2:1989, Information processing system — Open Systems
Interconnection — Basic Reference Model — Part 2: Sgcurit
Architecture.

[13335] ISO/IEC TR 13335-1:1996, Information Technology — Guidelines

for the management of IT Security — Part 1: Concepts akls
for IT Security.
[17799] ISO/IEC 17799-1:2000, Information Technology — Code of
Practice for Information Security Management — Part 1.
[Schumacher] Security Patterns and Security Standarifalius Schumacher,
Darmstadt University of Technology; 11 June 2002.
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4 THE EFFECT OF SAFEGUARDS

4.1 Context

We assume that by now you do have a clear picture séalirity goals and all alternative
natures of security safeguards; otherwise you'd betéel ttee previous patterns “The Goal of
Security” and “The Nature of Safeguards” first.

In everyday life people usually only think about implemensiagurity safeguards, without
paying attention to the effect of the safeguard. Beshisthere are always alternative ways
to achieve the goal of security. These alternativesinmgt only differ in complexity or
nature, but also in effect. Since these effects ate different, this is an important thing to
consider. This pattern provides a comprehensive and comspledé these effects that can be
used in a structured approach to information security.

This pattern is applicable in any situation where infaromesecurity is addressed. However,
this does not mean that safeguards of all effects atiealple in every situation. The pattern
aims at introducing security to novices; security pradesds will need much more material.

4.2 Example

The apt of the monastery in Irsee wants to proteatdtipe of the beer. However, since
securing information is not his prime task, he can't tlmh&nything else than just putting a
lock on the door or perhaps even burying the recipe.

Since the apt is a wise man, he realises that justkaoln the door is not sufficient. At least
there has to be someone to call the police whentarder forces the lock. The apt wonders
if the same is true for IT security.

4.3 Problem

How can we structure the complex world of informatieawsity in such a way that we can
assure to regard all different effectisinformation security safeguards?

4.4 Forces

People often think that it's sufficient to do somethingtevent any incident. That’s the
easiest step in providing security and at least you clyotal boss that you did something.

Bosses don't like to hear that you need more money, timmesand more people, just
because you want to apply multiple safeguards of diffex@tt. They think only one
safeguard should do.

It is difficult to find a good and comprehensive overviewra effectof security. It’s not that
there is no material on the subject; there aredbb®oks and international standards.
However, this material is definitely not for free amdhsists of hundreds of pages reading.
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4.5 Solution

The solution is to provide a comprehensive structure tadhwwlex world of information
security along international standard 1ISO13335 that has ptoveddress all different effects
of information security safeguards.

The 1SO Technical Report 13335, part 1 provides a clear statarhthe function, the effect
of the safeguards in IT Security:

Detection Safeguards used to detect that another safegearmpsomised.
Deterrence Safeguards used to scare or frighten potentizders.

Prevention Safeguards used to prevent intrusion or compngnsiagfeguards.
Limitation Safeguards used to limit the damage an intrudecaase.
Correction Safeguards used to correct the damage thatdrasidee.
Recovery Safeguards used to recover from serious damadgesia¢en done.
Monitoring Safeguards used to monitor other safeguards or theemant.
Awareness Safeguards used to create a secure mindset in people

4.6 Resolved example
So the experts advised the apt to the effect of the sategaecording to the above.

The apt thinks again about the lock on the door and howld apply different safeguards
with different effect.
* Prevention. The lock on the door is just prevention.
» Detection. He needs some kind of burglar alarm or adgigacheck the lock.
» Deterrence. As a deterrence safeguard, the apt puts arsthe outer wall of the
monastery stating that the monastery is safeguarded kg, ldags and guards.
» Limitation. By using several different locks the conseqaeraf breaking one lock
are limited.
» Correction. The guards are provided with the keys as seethey can lock the door
as well in case someone forgot.
* Recovery. The apt agrees with the local blacksmithtieaan provide the monastery
either with a new lock (if the old one is broken) orhariew keys upon request.
* Monitoring. The guards will check every lock every hour.
* Awareness. All monks are trained to lock the door whew teave the monastery.

From now on the apt knows what he’s talking about reggritie effect of safeguards.

4.7 Conseguences

Benefits:
* Itis easy to remind anyone that you not only need presenti
» This paper sets terminology on the effettT security.
» The paper provides a comprehensive overview based on extkneiveedge of and
experience with international standards.
* The security aspects can be understood, remembered angsaddvery well.
e It's easy to refer to and it’s fre@
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Pitfalls:

* The better your prevention safeguards are, the legs#rthere is to do for the rest.
This might lead to decreasing attention or even toigtiofy of the safeguards, since
there is nothing to do.

* Since IT security knows a lot of terminology, wiynenyms and homonyms, it is
quite easy to frustrate communication by using an extensivabulary.

» A comprehensive overview does not and cannot replace lmdkstandards. Do not
assume that you know all there is to now after readiisgpaper.

4.8 Implementation Issues

Prevention is most effective: prevention is bett@ntcure. In practice about 90 % of all
safeguards is in the category of prevention.

Especially on correction and recovery there is af@ignment necessary with regular
incident management. Since these colleagues are not awagsurity minded as we are,
miscommunication and lack of correction or recovery isk.

ISO1335 states 8 different effects of safeguards. In pradtisejot easy to explain or work
with such a large set. We usually prefer a smalleradteugh we still know the complete set
if necessary. The smaller set is: Prevention, DietecLimitation and Recovery.

49 Related Patterns

All patterns in the Taxonomy Pattern Language arengtyaelated to each other:

» The pattern “The Goal of Security” assures that weaarare of the complete set of
security goals and what definitions come along.

» The pattern “The Nature of Safeguards” assures thatevaveare of the different
natures of safeguard and shows how these support each other

» This pattern assures that we are aware of the diffeféects of safeguards and
shows how these add to each other.

The discussion paper [Schumacher] introduced the idedrecepatterns from standards.

4.10Known Uses

The authors used this pattern in several security artinigeprojects. In these projects we
used this material to explain to others (from projechager to designer) the essence of IT
security within 5 minutes.

4.11 References

[7498] ISO 7498-2:1989, Information processing system — Open Systems
Interconnection — Basic Reference Model — Part 2: Sgcurit
Architecture.

[13335] ISO/IEC TR 13335-1:1996, Information Technology — Guidelines
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for the management of IT Security — Part 1: Concepts akls
for IT Security.
[17799] ISO/IEC 17799-1:2000, Information Technology — Code of
Practice for Information Security Management — Part 1.
[Schumacher] Security Patterns and Security Standarifalius Schumacher,
Darmstadt University of Technology; 11 June 2002.
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