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Autonomous cars are getting attention from every sector. However, as their popularity increases, the number of users increases as well, including 
potential hackers, and they could become the target of malicious cyber-attacks. Before we study how to mitigate security issues and challenges in 
an autonomous car, it is essential to build their reference architectures (RAs). Such RAs can be analyzed to find their threats and will lead us to have 
a better understanding of the security of autonomous cars. We studied several RAs for autonomous cars, and after comparing them, we found that 
these architectures lack precision and details that make the analysis and identification of possible vulnerabilities and threats inadequate.  In this 
paper we present a comparison of the architectures found in the literature and define an outline for an improved model as well.  
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1. INTRODUCTION 

The world is undergoing enormous changes, such as dramatic population growth, urbanization, resource shortages, 
and global warming.  According to (Hui et al. 2017), 66% of the world population will be living in urban areas by 2050.  
As the population keeps increasing, the number of cars is also increasing, especially in the urban areas, causing 
accidents, traffic congestion, environmental pollution, etc. One of the solutions for all these problems is the use of 
autonomous or self-driving cars.  However, autonomous cars have a large attack surface and we are considering how 
to improve their security. Our objective is to build a Security Reference Architecture (SRA) where threats can be 
assigned to specific units and where security defenses can be added to stop these threats.  

 
The architecture design for autonomous cars is equivalent to the design of a real-time, mobile, intelligent, control 

system (Serban et al. 2018).  An autonomous car includes techniques to detect and process its surrounding 
environment, such as GPS, laser, radar, lidar, odometry, computer vision, artificial intelligence (AI), cameras, and 
others. The presence of such technologies allows it to interpret sensory information, identify its location, navigate 
paths, avoid obstacles and congestion, and follow relevant signs. Autonomous cars must be able to differentiate 
between various types of vehicles, pedestrians, and other obstacles on the road by analyzing the data collected by 
sensors. Also, AI influences the technology in the vehicles; for example, AI helps the cameras in the vehicle to identify 
the people in that vehicle, track their eye position and decide whether that person is falling asleep, tired, or distracted.  
A fully autonomous car is able to perceive, make decisions, and plan.  

  
 Also, autonomous cars can be connected with each other (V2V), with the surrounding infrastructure (V2I), and 

with other various devices (V2X).  The increasing level of connectivity and automation of vehicles enhances safety, 
produces efficient traffic management, receives weather advisory information, provides entertainment, etc.  At the 
same time, as the connectivity and level of automation increases, there is a higher risk of cyber-attacks that can lead 
to crashes and other problems.  Many attacks used to be only possible with physical access to a vehicle, but now they 

                                            
Author’s address:  Bijayita Thapa (corresponding author), Dept. of Computer and Electrical Eng. and Computer Science, Florida Atlantic University,  

777 Glades Rd., Boca Raton, FL33431, USA; email: bthapa@fau.edu; Eduardo B. Fernandez, Dept. of Computer and Electrical Eng. and 

Computer Science, Florida Atlantic University,  777 Glades Rd., Boca Raton, FL33431, USA; email: fernande@fau.edu  
Permission to make digital or hard copies of all or part of this work for personal or classroom use is granted without fee pr ovided that copies are 
not made or distributed for profit or commercial advantage and that copies bear this notice and the full citation on the first page. To copy otherwise, 
to republish, to post on servers or to redistribute to lists, requires prior specific permission. A preliminary version of this paper was presented in a 
writers' workshop at the 27th Conference on Pattern Languages of Programs (PLoP'20), October 2020. Copyright 2020 is held by the author(s). 
HILLSIDE XXX-X-XXXXXXXX 

 

mailto:bthapa@fau.edu
mailto:fernande@fau.edu


A Survey of Reference Architectures for Autonomous Cars: Page - 2 

 

can be carried out remotely through the wireless networks used in autonomous cars and their connection to the 
internet (Zhang et al. 2014). 

 
The objective of this survey is to understand the proposed RAs for autonomous cars. Once we have a strong 

understanding of these RAs, we can develop a new RA incorporating the best features found in previous RAs. Our RA 
will later be used to analyze possible vulnerabilities and threats. The currently available RAs are not precise and 
detailed enough for this purpose, and also most of them do not list their use cases. This requires a new and more 
precise RA. Our RA and SRA will be built using UML and patterns. 

 
The remainder of this paper is organized as follows.  Section 2 describes some background that includes patterns, 

RAs, and SRAs.  This section also includes general concepts of autonomous cars, as well as their components.  Section 
3 is a survey of RAs for autonomous cars.  Section 4 compares the various RAs in a tabular form and presents some 
guidelines to build an improved RA.  We end with conclusions in section 5.  

2. BACKGROUND 

Along with its advances in software and technology, the automotive industry is also becoming more complex.  
According to (Serban et al. 2018), even a basic car has large amounts of software with tight constraints concerning 
real-time processing, failure rate, maintainability, and safety.  An autonomous car will be a very complex system by 
itself and even more when including its ecosystem. Due to this complexity and level of integration, cars may 
malfunction because of various security attacks; in other words, they have a large attack surface. A critical issue in the 
design and construction of any complex software system is its architecture (Garlan 2000), (Fernandez 2013).  By using 
patterns, RAs, and SRAs during the development stage, we can handle this level of complexity.   

2.1 Patterns and Reference Architectures 

A pattern is a solution to a recurrent software problem in a given context (Buschmann 1996, Fernandez 2013). A 

pattern can be used as a guideline for design and captures the experience and knowledge of designers to develop 
models that can be used for new designs (Fernandez 2013). There are various types of patterns, such as architecture 
patterns, security patterns, misuse patterns, and others. A security pattern describes a solution to a security problem 
combining knowledge about security with the structure provided by patterns. It also describes a precise generic model 
for a security mechanism and is a basic artifact for a secure development methodology (Uzunov et al. 2015). A misuse 
pattern describes how a misuse is performed from the view point of an attacker, what system units it uses and how, 
and provides ways of stopping the attack by enumerating possible security patterns (Fernandez 2013). 

 
An RA is an abstract architecture that describes the functionality of a system at a high level of abstraction without 

containing implementation details (Avgeriou 2003). According to the DoD Reference Architecture Description (CIO  
2010), an RA is an authoritative source of information about a specific subject area that guides and constrains the 
instantiations of multiple architectures and solutions. Moreover, an RA provides a common language for the various 
stakeholders, consistency of implementation of technology, support for the validation of solutions, and 
encouragement to adhere to common standards and specifications (CIO 2010). An RA is a useful tool to understand 
and build a complex system, and it describes the main components of the system at an abstract level (Fernandez et 
al. 2016).  An RA is composed of several analysis patterns taken from some domain and can be seen as a compound 
pattern made of several smaller patterns that realize specific aspects of the architecture. It can also be seen as a 
template-like solution that can be instantiated into a concrete software architecture by adding implementation-
oriented aspects. Our work on Semantic Analysis patterns (Fernández & Yuan 2000), was a step towards building RAs 
out of patterns, an idea also used later in (Muller and de Laar 2009, Stricker et al. 2010). 

 
An SRA is an abstract architecture that includes patterns to realize security or privacy requirements. SRAs describe 

a conceptual model of security and provide a way to specify security requirements for a wide range of concrete 
architectures (Fernandez et al. 2016). Also, they are useful to guide the security design of systems by providing generic 
solutions that can stop a variety of attacks (Fernandez et al. 2009). The use of patterns and RAs are a powerful way to 
organize and describe security and other non-functional aspects, such as privacy, safety, performance, reliability, and 
availability (Romero & Fernández  2017). Also, a good architecture can help to make sure that a system will satisfy key 
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requirements in such areas as performance, reliability, portability, scalability, and interoperability (Garlan 2000).  In 
particular, safety is essential for any type of car, and requires reliability, availability, and security aspects. 

2.2 Autonomous Cars 

As indicated, when vehicles get more advanced, their complexity and connectivity also increase and become more 
prone to security attacks. There have been tremendous progress and work done on autonomous cars, but relatively 
little work has been done for their cybersecurity and privacy issues.   

 
An autonomous car includes various techniques to detect its surroundings. Some of the components of the 

autonomous cars are the following:  

• Event Data Recorder (EDR) – it is like the black boxes found in airplanes; they can record all the major data 
for crash reconstruction. 

• Sensors and Cameras – an autonomous car is loaded with various types of sensors and cameras.  Sensors and 
cameras will allow it to have functionalities such as lane-keep assist, electronic payment for toll, automatic 
parking, etc.  Also, sensors are needed to provide an autonomous system with situational awareness about 
the physical world (Wyglinski et al. 2013). The main sensing devices in the autonomous car are: 

o Radars - Front-end radar is used to detect obstacles at a distance.  

o Lidars - Lidar sensors generate maps that can be used for localization, obstacle avoidance, and 

navigation.  

o Cameras - When cameras are fused with sensors, they can provide static and dynamic obstacle 

detection, object recognition, and 360-degree surrounding information (Wyglinski et al. 2013).  

o Ultrasound sensors – used for parking system assistance. These sensors help to monitor the front 

and rear of the car and also warn if there is any obstacle.  

o Laser scanners – these are used for obstacle detection when there are limitations with camera-

based perception (Jo et al. 2013).  

• Global Positioning System (GPS) – this system is mainly used for localization by measuring the position of the 

car. 

• Electronic Control Units (ECUs) – Every function performed by autonomous cars is handled by ECUs. ECUs are 

responsible for many operations, such as power locks, seat adjustments, power steering, brakes, fuel 

injection, and emissions control (Jo et al. 2013). ECUs are responsible for data communications between 

various components of the car. They also handle communications among cars, and the car and roadside 

infrastructure or other devices.  

• Artificial Intelligence (AI) software – AI influences the technology in the cars because it implies the ability of 

a program to perceive, plan, learn and make decisions. Autonomous cars will produce enormous amounts of 

data that needs to be interpreted. 

 

The hardware and software in autonomous cars can be arranged into various layers based on their functionality. 

The hardware includes the sensor layer and the computation layer. The sensor layer is for perception, which includes 

components, such as sensors, cameras, and scanners to collect data around its surroundings and within the car itself. 

In the sensor layer, data is collected all the time with a 360-degree scopes. The computation layer includes CPU, GUP, 

and other related function. The software includes the interface layer and the application layer.  Sensor fusion in the 

interface layer takes all the signals from the sensor layer, processes them, and performs planning. The software in the 

application layer makes decisions based on the planning provided by the interface layer. Also, AI is an important 

component for processing data, planning, and decision making in autonomous cars.  

3. REFERENCE ARCHITECTURES OF AUTONOMOUS CARS 

It is clear that given the complexity of car systems, a distributed architecture is more suitable than a centralized one. 
When looking for RAs we found that the terms “reference architecture” appears with variations such as “functional 
view”, functional architecture view” (Behere & Törngren 2016), or system architecture (Jo et al. 2013). According to 
(Jo et al. 2014) and (Jo et al. 2015), the basic functional components of the autonomous car are divided into: 
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• Perception – the autonomous car is capable of sensing its surrounding environment. For this function, it can 
use various types of sensors. 

• Localization – this functionality finds the position of the autonomous car and for this function, Global 
Positioning System (GPS), dead reckoning, and road maps are used.  

• Planning – this functionality determines the behavior of the car based on the information perceived by the 
car and its localization.  

• Vehicle Control – this function includes steering, accelerating, and braking. These are regulated by the 
planning function.   

• System management – this system manages the fault management system, logging system, and human-
machine interface (HMI). 
 

(Behere & Törngren 2016) presented a functional architecture based on the concepts described in the ISO 26262 
automotive functional safety standard (Serban et al. 2018). They divided architecture into two layers, vehicle platform 
and cognitive driving intelligent. Also, they divided the functional components of each layer of autonomous cars into 
three main categories: 

• Perception – divided into sensing, sensor fusion, localization, semantic understanding, and world model.  

• Decision and control – include trajectory generation, energy management, diagnosis and fault management, 
reactive control, and vehicle platform abstraction. 

• Vehicle platform manipulation – include platform stabilization, passive safety, and trajectory execution. 
Trajectory execution includes propulsion, steering, and braking. 
 

(Jo et al.  2013) presented an RA categorizing the system architecture into four layers, where each layer is 
composed of several components (Fig. 1). The higher-level components layer is composed of localization, perception, 
planning and vehicle control. The in-vehicle network layer is composed of FlexRay, Controller Area Network (CAN), 
Ethernet and Gateway to facilitate communication among nodes in the high-level and the low-level component layers. 
The low-level components layer includes nodes for various functionalities, such as object detection, vision, 
positioning, vehicle state estimation, steering control, and acceleration control. The sensors and actuators layer 
includes laser scanners, camera, GPS, inertial measurement unit (IMU), and other various components as shown in 
Fig. 1. Components of sensors and actuators layer perform the various functionalities in the low-level components 
layer. For example, laser scanners are used for obstacle detection while cameras are used for object detection such 
as passengers, crosswalks, traffic lights, and any other obstacles around the car’s surroundings. Similarly, IMU is used 
for the integrity and accuracy of the position.  

 
 

Fig. 1. Distributed System Architecture of Autonomous Car (Jo et al. 2013) 
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The authors of (Maple et al. 2019) believe that most of the RAs do not include the complete range of interactions 

between autonomous cars, devices and peripherals, edge and the cloud. Therefore, they presented an RA which is 
composed of four sub-architectures, namely sub-architectures for connected autonomous cars and devices and 
peripherals, sub architecture for edge, and sub architecture for cloud (Fig. 2). However, figures and descriptions on 
sub-architecture for edge and sub-architecture for cloud are not included in the paper. In general, the existing RAs to 
connect autonomous cars consider analysis of attacks and risks, viewpoints and features of autonomous cars, devices, 
edge and cloud. There are various viewpoints that can be presented in RA, such as Functional, Communication, 
Implementation, Enterprise, Usage, Information, and Physical. In Fig. 2, they have used the Functional and 
Communication viewpoints and combined them into a single hybrid viewpoint. The components included in this RA 
are wireless communication, physical inputs/outputs, internal (virtual) communication, sensors, data storage, 
actuation, monitoring and logging, and others as shown in the Fig. 2. 

 
 

 
 

Fig. 2. Connect Autonomous Cars and Devices and Peripherals Reference Architecture (Maple et al. 2019) 
 

The RA presented in (Pelliccione et al. 2020) is composed of three different layers having the three different 
perception capabilities of a car – internal layer, external layer for vehicle surrounding, and external for system of 
systems. The internal layer has the sensing capabilities to sense within the car whereas the external layer for vehicle 
surrounding has the sensing capacities to sense the surrounding of the car. Instance camera, radars, and lidar are 
used for sensing and data collected from these sensors are used to produce the needed information.  External layer 
for System of Systems (SoS) enables the vehicle to receive information from other cars, street signs, traffic lights, 
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parking, pedestrians, cyclists, etc. through various communication means that are beyond the limits of sensors and 
devices present in the car. Each layer is composed of various components as shown in Fig. 3 for various 
functionalities. 

 

 
 

Fig. 3. Functional reference architecture for vehicles that are constituent systems of a SoS (Pelliccione et al. 2020) 
 

(Plappert et al. 2017) developed a reference architecture that focuses on describing the relevant data flows and 
various interfaces regarding privacy and to generalize from the solutions of different manufactures. In Fig. 4, these 
interfaces are classified into three different classes, such as on-board diagnostics (OBD) port, wireless interfaces, and 
physical ports. OBD port is used for accessing data from the electronic control units in the car. The wireless interfaces 
include Bluetooth, Wi-Fi, Cellular, or V2V communication. The physical ports include CD/DVD slots, USB or SD ports, 
which are mainly used for inserting data into the car or extracting data from the car. Besides, they partitioned car into 
various logical domains, such as Powertrain, Driving Dynamics, and others. These domains consist of various 
components like ECUs, actors, and sensors. Then, they developed a privacy-aware data access system for automotive 
applications to protect privacy and control of third-party access. The system was developed using ten relevant use 
cases in six categories.  
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Fig. 4. Connected Car RA (Plappert et al. 2017) 
 

The U.S. Department of Transportation (USDOT) has worked on a project called Connected Vehicle Reference 
Implementation Architecture (CVRIA) (U. S. Department of Transportation  2019), that has developed a framework 
for the integration and standardization of connected vehicles. CVRIA is composed of four viewpoints as shown in Fig. 
5: 

• Enterprise viewpoint – which describes the relationship between organizations and their roles with a 

connected vehicle environment 

• Functional viewpoint – the abstract functional elements, i.e., processes and their logical interactions such as 

data flows 

• Physical viewpoint – physical objects, such as systems and devices, application objects, and the high-level 

interfaces between physical objects 

• Communication viewpoint – the protocols needed to support communications among physical objects in the 

connected car ecosystem.  
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(Dominic et al. 2016) believe that the high level of automation for automated driving is still in the development 
phase; therefore, there is no standard architecture for autonomous cars. To solve the problem, they developed a 
reference architecture that consists of two levels, i.e., higher-level blocks and lower-level blocks as shown in Fig. 5. 
The higher-level blocks include more general applications, such as maps, sensors, vehicle interfaces, sensor fusion and 
processing, control, and external communications. The lower-level blocks include more specific applications, such as 
road network map, GPS, actuation, etc.  
They divided the sensor fusion and processing application into three modules: 

• Localization – this module is to localize the car in its environment by using odometry sensors, range sensors, 

GPS receiver, etc. 

• Object detection – this module is to detect, classify, and track objects in the surrounding environment. 

• Path planning – this module is for planning trajectories by using the output from localization and object 

detection.  

 

 
 

Fig. 5. Interconnected Automated Driving RA (Dominic et al. 2016) 

4. COMPARING REFERENCE ARCHITECTURES 

After studying the various architectures shown above, we analyzed and presented them in Table 1.  All of these RAs 
are described using block diagrams that are not good enough for our future goal, i.e., to enumerate threats in 
autonomous cars. Only (Plappert et al. 2017) has considered use cases, but they are described without much detail. 
We also found that most of the works are mainly focused on specialized aspects but security requires a holistic global 
view of the system. None of them indicates explicitly any patterns but it is possible to identify some patterns in these 
models. For example, all these architectures have sensors and there is already in the literature a Sensor Node pattern 
(Sahu et al. 2010). Another pattern present in all architectures is Actuator, now under development by our group. 

This will be our next stage; once found these patterns can be combined with new ones to define a better RA.  We 
can also identify their use cases and from them develop more details of autonomous cars architectures.  The RA can 
be made even more generic by defining variability patterns that can be configured to build an extensible RA that can 
describe different types of autonomous vehicles.  Secure versions of the patterns of the RA can be now combined to 
form a SRA; for example, the Secure Sensor Node (Orellana et al. 2020).  
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Table 1 Summary of RAs Autonomous Cars 
 

ID 
Reference 

Architecture 
Standard Used 

Main Components 
(layers) in RA 

Framework 
Used 

Viewpoints Considers 

Safety,  
 Security 

&  
Privacy 

Detailed  
RA 

Analysis 
Using 

Use Cases 

RA1 (Jo et al. 
2014), (Jo et 
al.  2015) 

AUTOSAR  Technical In-vehicle 
components only 

None No 

RA2 
(Behere & 
Törngren 
2016) 

ISO 26262 
(for safety) 

1. Perception 
2. Decision & Control 
3. Vehicle platform 
manipulation 

Functional 
Enterprise 

In-vehicle 
components only 

None No 

RA3 

(Jo et al. 
2013) 

 1. High-level 
components layer 
2. In-vehicle network 
layer 
3. Low-level 
components layer 
4. sensors and 
Actuators layer 

 In-vehicle 
components only 

None No 

RA4 
(Maple et al. 
2019) 

  Functional 
Communica
tion 

In-vehicle 
components, 
connected devices, 
edge and cloud 

Security 
(attack 
analysis) 

No 

RA5 

(Pelliccione 
et al. 2020) 

ISO/IEC/IEEE 
42010:2011 

1. Perception 
2. External 
(vehicle 
surrounding) 
3. External (system of 
systems) 

Architecture 
(system of 
systems) 

In-vehicle 
components and 
external 
components 

None No 

 
RA6 

(Plappert et 
al. 2017) 

ISO 9241-210 
Legal 
framework - 
GDPR 

1. Domains 
2. Interfaces 
3. Internet 

 In-vehicle 
components and 
external 
components 

Privacy 10 use cases 
used for 6 
different 
categories, 
described in 
brief 
without 
UML 
diagrams 

RA7 

U.S. DoT (U. S. 
Department 
of 
Transportatio
n  2019) 

  Enterprise 
Functional 
Physical 
Communica
tion 

In-vehicle 
components and 
external 
components 

Security No 

RA8 
(Dominic et 
al. 2016) 

 1. Higher-level blocks 
2. Lower-level blocks 

 In-vehicle 
components and 
external 
components 

Security 
(risk 
assessment) 

No 

 

5. CONCLUSIONS 

Autonomous cars are still in their development phase. However, when autonomous cars become a product and are 
available in the market, we will find them everywhere. There will be V2V, V2I, and V2X connections, which will make 
autonomous cars have a large attack surface. To improve their security, we studied several proposed RAs and 
compared them based on the standards used, their main components and viewpoints, security and privacy, and their 
use cases. After looking at many references, we found them not appropriate to define security aspects because of 
their lack of precision and details. Our next step is to develop an improved version of an RA, including its stakeholders 
and its use cases, according to the guidelines defined in Section 4 and following the ideas of (Avgeriou 2003). Then we 
can enumerate their vulnerabilities and threats as well as their defenses leading to a SRA. 
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